CMMC BEAEER"

LE\/El ~| l:)Dr_tal ASSET RISK MANAGEMENT

cfi rst

Dashboard

CMMC L1 Dashboard

TRACER"

ASSET RISK MANAGEMENT

CMMC L1 Status Data Collection Form Status

Access Control Domain 1

88 My Modules @
(u]
i@ File Dashboard SD%
Details

. Media Protection omain
& Data Collection Forms = e
© Compliance DCF
L» CMMC L1
L ) Download Report
Phase 1 - Planning Details
Int.ake form _ — Input — Reference
Client Information
Key Staff Intake Form I Client Uploaded Files @
SSP Scope Document
General Questionnaire IR , , _
ecfirst Uploaded Files @
> Phase 2 - Questionnaire Roles
'> Phase 3 - Verification
SSP Scope Document Export DCF

> Dashboard

Phase 1 Planning

0SA Details 0SA Information ISO or Key Security Executive
RPO Details Document Control Information CIO or IT Director
Assessment Scope . -
Document Approver(s) and Reviewer(s) IT Network Administrator
Not Applicable (N/A) Practices
Document History IT Server Administrator
Inherited Practices
Executive Summar ini
FCl Confirmation xecutive Su y IT Desktop/Enduser Administrator
CUI Confirmation CMMC L1 Information IT Disaster Recovery
Other Details CMMC Readiness Evaluation Team Security Incident Response Manager

O ecfirst. All Rights Reserved. 2026



CMMC GEREEE" | (©)cfirst

ASSET RISK MANAGEMENT

Level 1 Portal

Phase 1 Data Collection Form

Access Control

Domains (D) m Authorized Access Control [FCI Data]

Limit information systerm access to authorized users, processes acting on behalf of authorized users, or devices (including other

DI1) Access Control - 4 ;
@ o information systems).

AC.L1-b.Li

Authorized Access Control [FCI Data] Assessment Objectives

AC.LI-b.Lii

Transaction & Function Control [FCI Data] ° o Authorized users are identified
AC.L1-b.Liii

External Connections [FCI Data] (] G Processes acting on behalf of authorized users are identified
AC.LI-blLiv i
control Public Information [FCI Data] [ G Devices (and other systems) authorized to connect to the systemn are identified ~Notstarted
(D2) Identification & o- » ) system access is limited to authorized users

Authentication

(] o System access is limited to processes acting on behalf of authorized users
(D3) Media Protection o v

(] ° System access is limited to authorized devices (including other systems)

(D4) Physical Protection [ 2

Phase 2 Questionnaire

_“

Filtered : Show All

Follow up ACL-blii ACLI-bLii

ACL-bliv IAL-bly IAL-b1vi
Limit information system access to authorized user, processes acting on Select Status -
behalf of authorized users, or devices (including other information systems). MESERLE el FELhRL
SC.L-blx SC.L-blxi SLL-b.1xl
D fhe th Bational f i 1 ts. SLU-b.Lxili SIL-bLxiv SIL-blxy
escribe the organizational process for managing system accounts. S i o
Identi hani fori | ti t t.
lentify mechanism for implementing account managemen SEiE G &
Is a list of authorized users maintained that defines their identities and roles?
Select Status v
]5 Total Questions
Are account requests authorized before system access is granted? .
Select Status ~ ® Current Question 1
@ Not Answered 15
Default Finding Text Default Recommendation Text @ Answered Question(s) [}
No status yet selected No status yet selected
@ Incomplete Question(s) ]

X Peter.Harvey@ecfirst.com : @  www.ecfirst.com

O ecfirst. All Rights Reserved. 2026 G



